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Yes, but How?
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Network Sniffing
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Service Disruption
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Gain Access to a Producer
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NOME. . Fromcesco" ,

"O\MOUV\t": "-100 $"



Breaking the soft laws

"name. ; Yverylongna\me‘tho\‘t|$‘toolongpomydomstreo\mdo\‘tabase ..... :
"amount; -100$



Generating Cascading Effects

nome : Francesco
amount : '; DROP TABLE USERS;’
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"‘Cancelling” events

¢
"no\w\e": "Francesco",
"amount : -100 $"
¢
¢
‘nome. : "Francesco",
"amount ; "100$"
¢
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‘Cancelling” events...slowly
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HOW can we
be ready?
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Throughput Size

Schema

Distribution
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Be Ready
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Executle

—e Estimate attacker's intent —e Code Infrastructure
—e Map data infrastructure —e Encrypt

—e Understand criticality —e [solate

—e Define responsibilities —e Strict Access Control
—e Define plans —e Use Schemas

—e Don't be lazy
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Execul e_>> Monitor

—e Estimate attacker's intent —e Code Infrastructure — Infrastructure
—e Map data infrastructure —e Encrypt —e Data

—e Understand criticality —e [solate

—e Define responsibilities —e Strict Access Control

—e Define plans —e Use Schemas

—e Don't be lazy
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Execute >Monl‘tor‘

—e Estimate attacker's intent —e |nfrastructure as Code —= Infrastructure
—e Map data infrastructure —e Encrypt —e Data

—e Understand criticality —e [solate

—e Define responsibilities —e Strict Access Control

—e Define plans —e Use Schemas

—e Don't be lazy
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https.//go.alven.io/talk-attack-defend-kafka
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